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SECURITY and SAFETY GUIDELINES and RULES 
EXAMPLE
CONFIDENTIAL
Security is the responsibility of every member of staff. 

Effective security is a collective effort
Overall responsibility for security lies with the organisation’s security manager. The security manager and key team members ensure that security rules are implemented and regularly revised. The team ensures a continued monitoring of the situation in their area of responsibility and propose additional security measures and/or adjustments to security regulations. They regularly revise the parts of the security rules that concern their respective regions. 
The security rules remain open to amendments, modifications and/or additions at all times and will be adapted to changes in the situation. Changes will be communicated to all staff. Ad hoc instructions issued when circumstances change are equally important and binding as the written security rules. 
Please remember that non-respect of security rules could put lives at risk; your own as well as other people's. Any breach of the security rules may trigger disciplinary action and may entail serious professional consequences, including dismissal.
This document is confidential. In case it is printed out, it should be kept in a safe place and shredded when new Security Rules are issued or at the end of your assignment.
Finally, please note that rules are not exhaustive and they cannot replace common sense. You might find yourself in a situation where you ought to take decisions on the spot without having the time or the possibility to contact colleagues.
The ORGANISATION wishes all its staff members a successful and safe assignment in XXX. 

Branches or sub-offices may have their own complementary rules, in particular for specific sensitive places. Staff must also know them while going to the field. 
Please sign a copy of this page and submit it within the first week of your assignment.
With your signature, you confirm that you have read and understood these security rules, that you commit to comply with the rules and to ensure that they are respected by your colleagues and family members.
Date:
____________________
Name:  ____________________________
       Signature:
_________________________
INTRODUCTION
· Short history and context of XXXX
· And of the organisation presence and activities in the country

1. OVERALL GUIDANCE
Area of Responsibility (AoR)
The country is divided into xxx areas of responsibility / branches.
Attitude & Behaviour

Appropriate conduct is of utmost importance for personal security: specific dress code and behaviours.
Confidentiality

Any sensitive information discussed or transmitted is to be handled with due care. Care must be taken to address confidential electronic messages/documents only to persons entitled to read it. In paper form, they must be in sealed envelopes. Always lock up confidential documents. Protect confidential files with a password.
Information sharing

Security is largely based on access to and sharing of information. Keep yourself informed about ongoing events, especially when in the field. Notwithstanding due caution for sensitive or confidential information, the organisation has an open attitude towards exchanging security information with other organisations, in order to gain better understanding of the situation and crosscheck facts, data and rumours.

It is important to inform the security management about events and any piece of information that you deem valuable. Your own experience may help others who could face similar situations.

Report security matters immediately verbally and follow up with a written report when required. Also, report on security matters or criminal acts you learn about from other organisations or others. Even if they are not related to the ORGANISATION and its operations, they may be symptoms of a deterioration of the security situation and/or a propensity to increased violence.

Media contacts

Pre-arranged interviews with the media are only allowed with the permission of the manager. If journalists approach you spontaneously, do not turn them away; briefly explain the organisation 's activities and if needed, refer them to the manager or the spokesperson for further information and interviews. When speaking to the media, remember that there is no such thing as "off the record". 

Cameras

Taking pictures for private or professional purposes can easily be misunderstood. Ensure that people agree to be photographed and that no sensitive buildings (including embassies and foreign cultural centers), checkpoints, military installations or refugee camps are in the vicinity. Remember that civilian infrastructure, such as bridges, airports and TV towers are often considered as military or strategic installations, so use common sense and, in case of doubt, ask if it is allowed, or do not take the picture.

Vehicles

Only personnel may drive organisation vehicles. For professional trips outside cities, all staff must use our ORGANISATION drivers. Legal provisions and organisation rules, especially those regarding speed, are binding; seat belts (front and rear seats) are mandatory. Do not use the mobile phone while driving. When possible, park your vehicle in the departure position. No weapons are allowed in organisation vehicles. It is prohibited to drive under the influence of alcohol (no insurance coverage in case of an accident, punishment under local legislation, and internal disciplinary measures). Only Movement members are allowed to ride in organisation vehicles on professional trips. Exceptions are to be approved by the manager. 

Should your car break down or if you have an accident, inform xxxx. If someone is injured, you must (by law) wait for the police and the ambulance. However, if there are no injuries, only a technical expert will be called to make the insurance report. Instructions for procedures to follow in the event of an accident are in Annex and in every vehicle.

If there is a shortage of vehicles, taxis can be used for professional trips within cities.
Identification documents 

Carry your ID documents with you when outside the office. All staff should carry their organisation ID card, driving licence, badge and blood group card if possible. 
Mobile phones 
Some staff (according to their professional needs) are issued with mobile phones. Always carry your mobile phone with you so you can be reached in case of emergency. Ensure that the contact list registered on the phone is kept up-to-date. (The telephone list is regularly updated). 
Relevant information in case of emergency will be forwarded to you. 
Contact list

Along with these security rules, you have received a list of useful telephone numbers. Carry this contact list with you and register the telephone numbers on your mobile phone.
VHF radio

There is a stock of VHF handsets in the ICT office. Switch them on if the situation gets tense. The standby channel is channel 2.
Access to the office
Guards are on duty at all times outside of the office building and access to the delegation floors is secured with magnetic card locks. 
Lifestyle/leisure

Security depends very much on individuals’ reactions and attitudes, and in their ability to stay calm and analyse a given situation. Staff members who stay in good mental and physical health are more likely to have the right reactions and take better decisions. Thus, it is very important to maintain a healthy lifestyle: eat properly, practice sport regularly, get enough sleep and take time off to do something other than work.
However, remain vigilant for the following:

· xxxx
· xxxx

· xxxx

Health
    In case of serious medical emergency, the organisation staff must contact the Health adviser or the                         organisation duty officer (24/7) with no delay. A more extensive list with specialist doctors is available at the office. 
Incident reporting

    Anyone involved in the security incident needs to write down, after debriefing with her/his line manager, a “security incident report” to describe the situation and possible risks (description, analysis, and recommendations). Reports need to be sent asap to the security manager.  
2. Potential Security Threats
Road safety
· Situation:

· Security measures:

Internal Violence / Tensions
· Situation:

· Security measures:

Stray bullets

· Situation:

· Security measures:

Explosive Remnants of War (ERW) and Mines

· Situation:

· Security measures:

Shelling
· Situation:

· Security measures:

Ethnic Resentment

· Situation:

· Security measures:

Hostage taking
· Situation:

· Security measures:

Fire

· Safety measures in place
Earthquake

· Safety measures in place
3. MEASURES FOR FIELD TRIPS / MOVEMENTS

Radio Communications
Checkpoints

Flags

Private Trips 
ANNEXES
· Mitigation measures associated with specific risks

· Specific rules for working and going on field trips in certain areas, including a short background summary, main risks and mitigation measures.

· Car accident procedures

· Etc.
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